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General Contact Information 
CUSTOMER CONTACT INFORMATION 

Rita Schubert 
Purchasing Manager 
Genesee County 
324 S. Saginaw Street, Suite 9A, Flint, MI 48502 
Office: 810.257.3195 
rschubert@geneseecountymi.gov  

  

 

 

 

 

 

 

 

 

 

 
SENTINEL CONTACT INFORMATION 

James Graff 
Senior Sales Executive 
10355 Citation Dr., Ste. 200, Brighton, MI 48116 
734.794.5714  fax 630.769.1399 
jgraff@sentinel.com 

 

Josh Marcus 
Solutions Architect Annuities 
7400 E. Orchard, Ste. 4045N, Greenwood Village, CO 
80111 
616.384.5411  fax 630.769.1399 
jmarcus@sentinel.com  

 

Diane Jackson 
Senior Product Manager 
2550 Warrenville Rd., Downers Grove, IL 60515 
630.786.8065  fax 630.769.1399 
dijackson@sentinel.com  
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Environmental Policy Statement 

At Sentinel, environmental protection is a management responsibility as well as the responsibility of every 
employee. Our environmental protection policy addresses all aspects of the corporation's operations which can 
potentially impact the environment. In creating this policy, we have taken into account the following factors:     

• Compliance with applicable laws, regulations, and standards concerning environmental protection 

• Establish corporate environmental objectives and targets  

• Minimize the environmental risks to our employees and the communities in which we operate 

• Promote employee awareness of environmental concerns, actions, and responsibilities 

• The efficient use of energy and materials in our operations 

• Reduce/ eliminate waste through recycling and responsible disposal  

• Continuous improvement and monitoring of the current environmental policy 

Further, Sentinel suppliers are encouraged to develop an Environmental Policy and Environmental Management 
System by following the Environmental Protection Agency guidelines. 
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SSAE 18 SOC 2, Type II Attestation 

Standing at the apex of Sentinel’s myriad awards, honors and certifications is its SSAE 18 Service Organization 
Control (SOC) 2, Type II Attestation which has been undertaken annually by the nationally-renowned auditing 
firm Plante Moran, PLLC for the past three years.   The SOC 2, Type II attestation is the highest and most 
rigorous in the SSAE 18 portfolio of audits, evaluating Controls and Processes that encompass the Five Trust 
Service Principles of Security, Availability, Processing Integrity, Confidentiality and Privacy. 

Why should this matter to you?  The SSAE 18 attestation provides independent validation and assurance that 
Sentinel is in compliance with best practices regarding items of critical importance to you -- security, 
confidentiality, data protection, project management and IT strategic solutions, to name a few.  If you are seeking 
consulting or services support for your IT environment, the SOC 2, Type II attestation should be one of the most 
important factors in your evaluation. 

 

 

 

The SSAE 18 Attestation is a standard that was created by the American Institute of Certified Public Accountants 
(AICPA) in 2010 to replace the SAS 70 certification process, and expand reporting to the effectiveness of a 
service organization’s controls relating to operations and compliance. 
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Signature Page 

Please also refer to below Statement of Exceptions section. 
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Signed Genesee County Insurance Checklist 

 

  



SIGNED GENESEE COUNTY INSURANCE CHECKLIST 

 PAGE 8 

Sample COI 
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Statement of the Project 

State in precise terms your understanding of the project as presented by this RFP. Include in this section a detailed 
summary of the Vendor’s approach to providing services required by this RFP. 

Sentinel Response:  

Sentinel Technologies understands that Genesee County is seeking a qualified partner to deliver a one year 
Annual Managed Network Services Agreement that provides proactive, secure, and reliable support for the 
County’s core network infrastructure across four facilities, including 24x7 monitoring, incident response, 
configuration and change management, firewall administration, and hardware and software lifecycle support for 
Palo Alto and Cisco devices. Sentinel acknowledges its role as an escalation resource to the County’s internal 
network team, with responsibility for meeting defined SLAs, ensuring compliance with CJIS, NIST, and HIPAA 
requirements, U.S.-based engineers capable of rapid remote response and timely onsite support, while 
maintaining clear documentation, reporting, and coordination to ensure continuous network availability and 
performance. 
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Reference Form 

Prior experience with similar requests is essential for any firm to provide the services required in this solicitation. 
This section shall consist of a minimum of three (3) references with project descriptions. The contacts for each 
reference must be knowledgeable of the offeror’s performance on the referenced project and the scope of services 
performed by the bidder. 

Sentinel Response:  

 



COMPANY BACKGROUND 

 PAGE 11 

Company Background 

• Overview of the vendor’s experience and qualifications, including relevant projects in similar 
government or public sector environments. 

• Experience supporting similar multi-site environments. 

• Relevant certifications (Palo Alto, Cisco) 

Sentinel Response: Please see following Sentinel Overview and Resumes sections. 
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Sentinel Overview 
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Resumes 
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Technical Proposal 

• A detailed description of the managed services provided, and any specific exclusions. 

• A timeline for implementation and projected support start date. 

• Details of any additional functionality and services that set the proposed solution apart. 

Sentinel Response: 

Scope of Work 
SENTINEL NOC REMOTE MONITORING AND MANAGED SERVICES 
Sentinel offers full managed services and monitoring solutions for advanced visibility into performance and 
utilization of resources at great scale.  Based on multiple proven platforms, advanced correlation services and 
multiple alerting options, Sentinel has built an industry leading Network Operations Center (NOC). 

Sentinel NOC Remote Monitoring features include: 

• NOC 24 x 7 Remote Monitoring via a secure VPN tunnel. 

• Up/Down status monitoring via ICMP requests. 

• Availability / Uptime. 

• Syslog/Trap storage. 

• Hardware Device Monitoring and Analysis. 

• CPU, Memory, Disk space and Latency. 

• WAN Circuit status. 

• Traffic throughput, utilization, errors and discards of WAN circuits, Trunk ports or any critical interface. 

• Wireless Monitoring – AP association status, SSID, Signal Strength, Wireless clients. 

• Alerting (built with intelligence that eliminates false positives). 

• Alert Routing to NOC and/or dedicated engineer for immediate remote resolution. 

• Hardware Health Reporting  (fan, power supplies, temperature, environmentals, and the like). 

• Reporting  (Inventory, Utilization, Performance, and much more). 

• PRI circuits – monitors the status and capacity of your PRIs. 

• Voice Gateways  -  monitors the status and utilization of your voice gateways. 
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Managed Services Feature Highlights 
• Sentinel Remote Diagnosis and Remote Repair Capability. 

Sentinel leverages remote tools to ensure 24x7x365 support service is delivered quickly and efficiently. 
Sentinel understands that your IT environment is dynamic and demands visibility and expert engineers 
around the clock and will stay committed to providing continuous effort and support.   

• Carrier Incident Handling. 
Sentinel will work with carriers on resolving circuit issues and outages. Sentinel has numerous levels 
of escalation points through multiple carriers due to the maturity and multiple years of experience 
providing carrier incident handling.  

• Configuration Management. 
Sentinel will automatically back up system configurations on network devices and any device that has 
a CLI (Command Line Interface). Configurations are backed up nightly and stored in an encrypted 
database only if a change has occurred.  

Sentinel will automatically back up system configurations on the following devices. Configurations, 
Change Reports and on-demand download ability are available in the NOC web console. The following 
methods will be used to back up the environment:  

Device Type System Config Backups 
Routers NOC via CLI 
Switches NOC via CLI 
Firewalls NOC via CLI 

 
• Sentinel Complete Restore. 

In the event of hardware failure, hardware replacement, catastrophic outage causing corrupt config, or 
any loss of system configuration, Sentinel maintains backed up configurations so systems can be 
restored promptly, providing minimal downtime in the event of an outage (restoration only applies to 
backed up equipment listed above).  

• Sentinel End-To-End Problem Management. 
Sentinel will provide management and support services on any equipment covered under the agreement. 
It is understood that at times, manufacturers or third party providers might need to be engaged for further 
support. Sentinel will work with agents in attempting to resolve issues as long as maintenance and a 
LOA (letter of agency) is maintained.    

• Device Administration. 
Sentinel will provide dedicated expert engineers to administer covered systems on a 24x7x365 
basis.  Unlimited Moves, Adds and Changes are included to assist with your day to day administration. 
A best practice guideline of 2 hours will be used on change tickets.  

• Preventative Maintenance and Patching. 
Manufacturer releases are important for staying up to date with critical software and security 
patches.  Sentinel will work with on a strategy for this preventative maintenance while taking into 
account your change control guidelines and approval process.  A detailed report of system updates will 
be provided during the following intervals with recommendations and Scope of Work.   
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Firmware updates and minor release updates are included in the following schedule.  

Device Type Level Review Frequency Performed 
Routers Minor 6 Months As Needed or Requested 
Switches Minor 6 Months As Needed or Requested 
Firewalls Minor 3 Months As Needed or Requested 

Windows Servers Minor Monthly Automated 
 

• Customer Experience Manager. 
Sentinel wants to ensure our customers have an exceptional, long-term relationship with us, which is 
why we have a dedicated Customer Experience (CX) team devoted entirely to success and satisfaction. 
The CX team, which includes a designated Customer Experience Manager for each customer, schedules 
regular cadence meetings to review data and metrics, develop strategy, set goals, and solicit feedback 
on how we're doing.  

• Immediate Leverage of ACTS™ (formerly HANS™) Maintenance Contracts. 
With NOC Monitoring in place, Sentinel will be able to provide a prompt and efficient response and 
remediation when ACTS™ or SMARTnet maintenance contracts are in place.  

NOC ONBOARDING 
Sentinel utilizes PMI best practices for the onboarding of Managed Services Customers. During the onboarding 
and transition period of the managed services engagement, Sentinel will define key stakeholders necessary to 
execute all onboarding responsibilities (e.g. PMs SDMs, SMEs, etc.), and document any risks that could affect 
the onboarding project.  

To ensure complete transition within 30-45 days, Sentinel will provide a complete project plan and work 
breakdown structure outlining the tasks and responsibilities of the onboarding phase. Sentinel will execute all 
necessary tasks outlined within the work breakdown structure in order to complete the project on time, and as 
needed we will assist with gathering any information required to complete the Customer Onboarding 
Forms.  Once all the required onboarding forms are complete and credentials have been created to allow Sentinel 
access to the network, the Sentinel onboarding Project Manager will engage engineering resources to configure 
and establish VPN connectivity to the NOC network. After connectivity has been established to the network and 
access has been granted to all applicable devices, the Sentinel onboarding engineer will execute or assist with 
all necessary configurations to establish connectivity to each device. Following the completion of all devices 
being monitored, the Sentinel onboarding team will conduct training on how to navigate and utilize the features 
within our Sentinel Monitoring System. The onboarding team will cross train and hand over all findings that 
have been discovered during the onboarding phase to the dedicated support teams. Once the project plan has 
been fully executed and all work has been accepted, you will be officially transitioned to the NOC and managed 
services team that will be supporting the core technologies: network, server, and security.  
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ONBOARDING TIMELINE SAMPLE 

 
CONNECTIVITY DIAGRAM 
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Quality Assurance 
Sentinel’s Quality Assurance team will host regularly scheduled review meetings to review NOC monitored data, uptime & availability, traffic patterns, 
root cause analyses of chronic issues, trouble ticket data and SLAs, and help identify environment trends or capacity issues. Additional dashboards within 
ServiceNow will show an executive view into the performance, availability, usage and equipment inventory. Below are sample dashboards: 

  



TECHNICAL PROPOSAL 

 PAGE 45 

 

  



TECHNICAL PROPOSAL 

 PAGE 46 

 

 



TECHNICAL PROPOSAL 

 PAGE 47 

Service Level Agreements 
Sentinel makes commitments to industry leading SLAs within NOC Monitoring & Managed Services. SLAs are 
defined from first communication to a MTTR (Mean Time to Repair) for incidents and change tickets. All SLAs 
are tracked and worked through Sentinel’s trouble ticketing system, ServiceNow, and reporting is made available 
through the ticketing console on www.sentinel.com.  

The following is a matrix of Sentinel’s SLAs built on industry standards (ITIL) Urgency/Impact definitions. 

 

Sentinel guarantees the following SLAs and will report on SLA performance through automated reporting and 
the monthly quality assurance review meetings.  

 

 

  

http://www.sentinel.com/
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Optimization & Tuning Service (OTS) – Optional Add-on 

The Fortis™ by Sentinel Optimization & Tuning Service (OTS) requires the covered product(s) to include 
Managed Security or Managed Services Support and cannot be sold standalone.  OTS is designed to be a ‘run it 
for you’ offering, the following defines the services offered under OTS; specific inclusions are defined in the 
Pricing Summary per product: 

• Where scanning is part of the product (e.g., vulnerability scanners & autonomous penetration testing), 
monthly cadence-based scanning and associated reporting is included. 

• Monthly product optimization and tuning including reviews and management of the solution 
configurations & policies via automated case generation. End user and on-desktop agent configurations 
is not in scope. 

• Monthly review of product versions, end-of-life, and end-of-support released with guidance provided 
to the Customer on upcoming product releases including potential impacts and recommended actions to 
be taken. 

• Reporting via native product report capabilities, on request. 
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Completed Cost Proposal Form 

For out-of-scope work and for things that aren't covered under our managed services agreement, the rate will be 
$251/hour. 
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Pricing 

SENTINEL MONITORING & MANAGED SERVICES  
Sentinel’s professional support fees are both highly competitive and value-oriented.  Our commitment to our 
Customers is to deliver measurable benefits that far exceed the associated investment.  Our firm’s strategy is to 
bring professionals with focused expertise at a reasonable price.  

Genesee County will see immediate value and will have selected the best-in-class combination of value, 
partnership, services, support, and expert engineers. 

Summary Page 
One Time Setup 

Fee: 
$0.00  

Monthly Total: $2,230.08  
NOTES 
 
Customer Success Program 
Product Description Location Quantity Comments 
Digital Experience Platform (DXP)  1  
 

Infrastructure 
Product Description Location Quantity Comments 
Firewall Security Device  4 (2) Palo Alto PA-3420, (2) Palo Alto PA-

1420 
Firewall Management - Palo 
Panorama  2  

Switch  14 (4) Cisco Nexus N9K, (5) Cisco Catalyst 
9500, (5) Cisco Catalyst 9300 

 

Support Services 
Product Description Location Quantity Comments 
Service Fee  1  

Confidential Information Property of Sentinel Technologies, Inc. 
 

One Time Setup Fee: $500.00  
Monthly Total: $650.00  

NOTES 
Optional: This optional addition of OTS (optimization & Tuning Services) for 4 Palo Alto firewalls would 
include rule optimization 
 
Customer Success Program 
Product Description Location Quantity Comments 
Digital Experience Platform (DXP)  1  
 

Security 
Product Description Location Quantity Comments 
OTS (Optimization & Tuning Services) - 
Firewalls  1  
OTS - Qty of Firewalls under Support  4  

Confidential Information Property of Sentinel Technologies, Inc. 
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Statement of Exceptions 

Furnish a statement on company letterhead giving a complete description of all exceptions to the terms, 
conditions, and specifications set forth in the Standard Proposed Contract and this RFP. 

Sentinel Response: 
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Litigation 

Please describe any lawsuits that were filed against your company in the last five (5) years and the results of 
those lawsuits. Please describe any mediation or arbitrations your company has been involved with in the last 
five (5) years and the results of those arbitrations/mediations. 

Sentinel Response: No such lawsuits as material to the services at issue. 
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Demonstration of Financial Stability  

Submit with the bid your organization’s most recent financial audit, annual compiled financial statements, or 
annual consolidated financial statements. 

Sentinel Response: 
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